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Whatôs HOT - Drive -By Malware Increasing

Å1,000,000 Web Pages infected in the past 3 weeks

Å400,000 .ASP

Å200,000 phpBB

ÅThese are fully automated attacks

ÅThe payloads include key loggers and SPAM Bot Rootkits

ÅPopular defenses simply can not prevent the attacks

ÅTime to re - think defenses
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Å61% of disclosed vulnerabilities 
impacted web applications

Å237 vulnerabilities in browser plug - ins 
in 1st Half of 2007 

Å 89% affecting Active X

Å51% of Web sites with malicious code 
are legitimate sites that have been 
compromised, rather than sites 
specifically commissioned by hackers

Å18% of malicious Web sites were 
created using a toolkit

Å87% of email messages are spam

Å65 % of unwanted messages contain 
malicious URLs (including links to 
spam and malicious sites)

ÅGartner reports 80% of successful 
attacks are the result of exploiting a 
web application

Vulnerabilities - The Arms Race Continues


